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Specification

CPU RV32IMC + Zicsr + Zifencei
Hart 1

Pipeline 4-stage in-order pipeline preferred; 3-stage acceptable if justified
by area/power/security trade-off

CPU clock 50-150 MHz, target 100MHz

Boot ROM 64 KB

Flash 1 MB

Hcac NIVl 64 KB

SRAM 64 KB

Secure Key RAM [l ¢=)

Crypto RAM 8 KB

OTP/eFuse 4 KB

24 x SHA-256 minimum

2048/3072/4096

ECC P-256/P-384/P-521

puiige)
»9
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gt Specification

ML-KEM-1024 — NIST Security Category 5 — mandatory
hardware accelerator
HQC-256 — NIST Security Category 5 — mandatory hardware
accelerator; implementation shall track the final NIST/FIPS
specification
PQC Signature M L-DSA-87 — NIST Security Category 5— mandatory hardware
acceleration
Zolon sl gEil[sd SLH-DSA-SHAKE-256f mandatory; SLH-DSA-SHA2-256f
Diversity preferred/architecture-ready.
. FN-DSA-1024 (Falcon-1024) — Category 5, subject to final
POlE  STgEle NIST/FIPS standardization status; architecture shall reserve a
Backup o
crypto-agile interface
EQE(I\:/I et Mandatory hybrid ML-KEM-1024 + HQC-256 operation

HUSRBIER V) DSA-87 + SLH-DSA-SHAKE-256f

Signature

Zolor S All mandatory PQC security-critical operations shall support NIST
Categor Security Category 5 or stronger

Heler EIl IR ML-KEM-1024 and HQC-256 shall not be software-only

PQC Crypto-
agilit

=N 128/256

SHA 256/384/512
HMAC SHA-256/384/512
KDF TPM-required KDFs
TRNG HW + health tests
DRBG HW-assisted

Key Manager Dedicated

NV Manager Dedicated

Atomic NVM Yes

Yes
Yes
Secure Boot Yes
Yes
Host interface SPI mandatory; 12C/SMBus-compatible interface architecture-
ready; interface selection shall be finalized according to target
platform requirements.
Locality 04
Command FIFO RI¢E]
Watchdog Independent
Clock monitor Independent
Brownout Yes
Voltage monitor S
Temperature Yes
sensor
Tamper detector S
Fault response Yes

I.

PQC KEM

PQC KEM
Backup

Mandatory




Specification

es
es, production locked

DFT Scan + MBIST + secure test

ECC SEC-DED

Ol EUlps Ryl —40 to +125 °C

Process target 40 nm initially

Package QFN/BGA

Security target CC EAL4+ minimum; EAL5+ and FIPS-140 level 3 preferred
FIPS 140-3 capable

Key zeroization
Secure Debug

Y
Y

Cryptographic ) 5,550, ooy sl e 5wl HQC-256 ¢ ML-KEM-1024 sl s luosly
ML- g Lol S0aSs 5 S & jgods 2l o5 wl o oS eoliiul Jaies J,uS LDatapath)
dleden el ol a5 axsl ansls sloads (6,55, 03ls (b jeue ol HQC-256 3 KEM-1024
h Jiee (el olag; (208155 9 Jitns silujio (Jiie sl (ilusgaoe (S 2]
ale) slalasls 5 Slsbe mlio ples JalS 1S5 Lagyl cools yone JMiiul 51 jelare oS Slotsy
2 by i el sloee Laprimitive ad ;oS 6 Ja8 ST il o (Cdge sloaliil> L SHA slaasl

Single Point of slx! pac 4 Fault Containment . Jit.. Zeroization . el (gjlulos asyl

ol el aS 05 ool lis g 04 L3I Formal Verification al> e jo  ew, &) 504, COMpromise

gl ged 3latn ylas a1y 02,550l g0y Wilns a5 S e Sl (g iyl

CPU/ Control Core =-Y-Y
355 plail s Crypto accelerator ;> LU L, u.i..u O 3 Lo o sl CPU 4 3L & 54 am 55

s Firmware (¢l ! cg> Embedded Secure Control Processor ¢S ol sie4 Téj_p RV32IMC a_.a
ZoB ol s a8 (6l 2l Skl L o see MCU &S Ul gieas s 5 S oo Jos State Machine < s

355 s TPM il 50 51

RV32IMC + Zicsr + Zifencei

Single-hart

4-stage in-order pipeline preferred; 3-stage acceptable if justified by
area/power/security trade-off

50-150 MHz

In-order

i




Privilege M-mode mandatory; U-mode optional; S-mode only if justified by the
Firmware architecture; MMU not required; PMP >8 regions mandatory.

Secure Mandatory
boot

Internal JTAG/SWD but production-locked

\URSJVIZE Mandatory

abdl> - Y- ¥
Firmware «5" 55, TPM (gl Ll cdisl 315 esle jluw TPM &S (61 5 &L 512 KB Flash

g5 Loz, 1 MB o)1 future features , recovery NV storage .command implementation

MTP (Multi-Time Programmable) L Embedded Flash (eFlash) EBEY (NVM) | 5 . absl>

2NVM (5455 ol bl sl Anti-rollback s NV Storage (¢l ,, s Endurance <L L

Ay o b 2,8 1T 4 Architecture Freeze al> s 53 au 58 5 Sl «o-lus oy Trade-off Ll

64 KB

768 KB—1 MB target; final capacity shall be determined by
NVM Firmware sizing and security architecture.
Protected/High- >64 KB target
Endurance NVM

>64 KB

Secure Key RAM >8 KB
Crypto scratch RAM >64 KB

OTP/eFuse 2-4 KB equivalent, with exact security-fuse requirements
defined during architecture

TPM 2.0 Engine - f-Y
Ly 25 slaol b ol )l 45 geme 5 asl TCG TPM 2.0 Library 1.85 Gills 5 JolS L &5 Ll idw oy

AL adls

Startup / Shutdown;
Self-Test;
GetCapability;

PCR operations;
NV operations;
Obiject creation;
Obiject loading;
Key management;

'‘Mandatory command families




Hash;

HMAC;

MAC,;

Random;

RSA;

ECC;

Authorization;
Sessions;

Context management;
Quote;

Sign;

Verify;

Attestation;

NV Index management;
Dictionary-attack protection;
Hierarchy management;
PCR policy;

Platform hierarchy;
Endorsement hierarchy;
Lockout hierarchy.

a>Yuol 458 a .aiL, TPM 2.0 Library Specification Version 185 &b 5T olej 53 055 5 (slue Lo

Gladels 5 BT ooy 5l s g 35 Shzie Sl I O ol 1 e & Ll 3 Slasetin b 5 S50

s el Jlasl o5 slie das 3 e 38 b L 5 0T

PCR -4-Y
'L 24 PCR registers |sla> server TPM !,

SHA-256 PCR bank;

Support for multiple PCR banks according to the TPM specification;
PCR Extend;

PCR Read;

PCR Reset in authorized cases;

PCR Policy;

locality support.

Cryptography - #-Y
ozl TCG Algorithm Registry s TPM 2.0 Library Specification v185 5las & L Lav.:ujfm

SHA-256/384/512 AES-128/256 ;I (6l e Sl o531 5L 5 50 PrOfile Jolao 55 .55

mode L o=, S 4 .ol LI TCG Lis, s ECC profiles s RSA-2048/3072/4096 HMAC

355 jasiaOptional &) 504 4L, TPM mandatory/selected profile 51 -,




Symmetric:

AES-128;

AES-256;

AES-CFB;

AES-CBC;

AES-CTR when required internally;

AES-GCM when platform-specific requirements arise.

SHA-256;
SHA-384;
o SHA-512.

HMAC.:
e HMAC-SHA-256;

e HMAC-SHA-384;
e HMAC-SHA-512;

RSA-2048;
RSA-3072;
RSA-4096.

NIST P-256;
P-384;
P-521.

Post-Quantum Cryptography
software =, 50 46,0 PQC ity A5 LPQC ()l Bliinn 5 Jotms gt 25 STl il a5 15

5 A ke ool s el ur;iuisl Jola> s J 58 o6 Firmware implementation  library

KEM
ML-KEM-1024 — NIST Security Category 5
HQC-256 — NIST Security Category 5

Digital Signature

ML-DSA-87 — NIST Security Category 5

SLH-DSA-SHAKE-256f — NIST Security Category 5

SLH-DSA-SHA2-256f — NIST Security Category 5

6 Crypto API 5Root of Trust ! bjbL o5 FN-DSA-1024 8" oL g6 S 4 L L (5 lens
NEARRRY- Y

Heterogeneous Hybrid Post-Quantum Cryptography

\Y




Sl 1y Doglite By Sl phe LPQC o5, S g il Jitea b Olejan sl OSG y a215
= =ie ML-KEM s 5 sl 5 ML-KEM-1024 + HQC-256 (5, £33 KEM (sl

95 opl sl el error-correcting codes , . HQC & Jl>= 5 «o—uistructured/module lattice

backup ol s lesis |, HQC 5o NIST s Soslins 5L, primitive 5 sl 5 8 6l ,ls vswjin

b o L il 5 Hybrid KEM s .o ul o3 S" Olssl Sglize ol sl b s ML-KEM sl
hybrid shared secret ¢S 4 .\ shared secret g .S JL B e Sl | (.;,“,jin s ciphertext
bzl 5 bl Ll Lb s L ss s domain-separated 5 -l KDF/combiner ¢S L s

s

ML-KEM-1024 only;

HQC-256 only;

ML-KEM-1024 + HQC-256 hybrid;

Classical + ML-KEM-1024 hybrid;

Classical + HQC-256 hybrid,;

Classical + ML-KEM-1024 + HQC-256, if required by the platform.

Sah glg A lidl Com g olgia LU v‘iﬂf‘“ 9351 S ods compromise chybrid Sl s

3 )8 Level 5 Lol wu,ofll  solerin (9Reali 255 .
ML-KEM-1024 ~ HQC-256 Module-lattice + code-based

HQC-256 ML-KEM-1024 Yo el uSe
Digital ML-DSA-87 SLH-DSA-SHAKE- lattice + hash-based
Digital SLH-DSA- ML-DSA-87 hash-based + lattice
Digital SLH-DSA-SHA2- ML-DSA-87 hash-based + lattice
Digital ML-DSA-87 SLH-DSA-SHA2- lattice + hash-based

Future FN-DSA-1024 ML-DSA-87 L SLH- NTRU-lattice + ML-lattice
signature DSA-256f L hash-based

TRNG -V-Y
3l 25 S sk ol b 5 l33lesn s o
e Ring oscillator / metastability entropy source;
e Online health test;




Startup health test;

Entropy conditioning;
DRBG;

Continuous monitoring;
Failure indication;
Zeroization on severe failure.

5L CPU 3l Jies 33l TRNG oS ol 3 4y p3¥

Key Hierarchy - A-Y
ol 3 0lee il Wb g Col TPM (8 Cod )
Endorsement Key;
Storage Root Key;
Attestation Key;
Signing Keys;
Encryption Keys;
HMAC Keys;
Derivation Keys;
NV authorization;

.95 host export L CPU 4, a,Ls Private key material

Key isolation -4-Y

<db o reference L handle lis CPU 4 004 Key Manager 4 Secure Key RAM Lo asb

.pl> private key « S

NV Storage - \+-Y
il 23 9,lse lls b

NV indices;

NV counters;

NV bits;

NV extend,;

NV write/read;
Authorization;

Policy authorization;
Owner/platform/endorsement hierarchy;
Lock-on-read;
Lock-on-write;
Write-once;

Read-once when required;
Anti-tearing;

Atomic update;

Wear leveling:

ECC.




Atomic NVM Controller ol o224, 64 KB high-endurance protected NVM lzo),

A/B Firmware Update - \)-Y

b g sl Sy sl wb
Signed Firmware;
Secure boot;
Anti-rollback;
Version counter;
Atomic activation;
Power-loss recovery;
Recovery image;
Firmware authenticity;
Firmware integrity.

Host Interface - \Y-Y
LPC/eSPI 4 I2C/SMBUS .05 i 55 Jaazo (5, g Lol uad il olacas SPT Interface

Wz 6lo gy 6l p g Jaie son] GSKU w 5Ls & g 40 g ditius s Ll Jpame Jgl asews (o
sl ormlie Ol Y| 5 Slaseins L SPI TPM

4-wire;

Mode 0;

High-speed;

DMA is not required on the host;
Internal FIFO;
Command/response buffering;
Timeout;

Malformed-command detection;
Bus fault detection.

TPM platform « Lo . specification glae &b Interface 5 wces s bl YU Slasiw adl
€SPl 5l Slucity cgam ladud ;o 45wl slisSa wb (g lere 090 (55luwesly cabolsl profile
DSl pds Sewe Ol sy J8las L (Embedded SPI)

TPM Command FIFO - \Y-Y
sl 5 Slasie b 4-8 KB command/response buffer sg o oloiin

Command length checking;
Response length checking;
Bounds checking;

Timeout;

Malformed packet detection;
Authorization/session validation.




Locality - \f-Y
.zl v platform/Firmware/security operations

Platform Reset / Power - \O- Y
b ) S sl Juls g ail wles platform coesy 4 cod L TPM
POR;
Brownout detector;
Voltage monitor;
Clock monitor;
Watchdog;
Reset controller;
Tamper reset;
Secure reset state;
Power-loss detection.

Clock -\#-Y
Jits el IS 353 g ol s S aio b (51 2y jluiluss s oyl TPM
SBan Wl B edgame el (el a5 (g 0 0s asis glo,g5le szl g sl b sl
e b oles Sign-off waly (MHZY + + Gum L) 55,0080 10+ b 0+ oyl asloluousjls y SIS
ALy 1 SIS il 3 6o Lol gyl 09 plonil Bam (55128 aBly MCMM 5 PVT (slag, L
soiel SS9 SIS (llas 4y STy e il 3 il IS sl SWST paints slac bl 39
REOVE [P RVEL JENUPS PSN L3 | [P - oW

Tamper Protection - \Y- Y

199 o0 Aoyl )9¢B.QJ|ép oy Ol psls

Voltage glitch detection;
Clock glitch detection;
Frequency anomaly detection;
Temperature sensor;

Reset anomaly detection;
Fault injection detection;
Memory ECC;

Bus integrity checks;

Secure state machine;

Active shield,;

Light sensor;

Die-level tamper mesh;
Differential sensors;
Magnetic/EM anomaly detection.




Fault response - YA- Y
6l b a8k el dgazme el glaslas ) b oMo Slulis 4 By il sl i TPM

Sl 3Y g, cplil il alls 5o loadica pxi w5l g attie o957l gkl a6 e
(b, oMb 159l (gandid kit Zalaw jo oyl Gud g Caedl e wlel 5 el slaolas

.6;1)99 S g sl adi ok el

Secure Debug - Y4- Y

oY oplplo g Jlad e g a8 ol O jsods b bl plades A e o (o pll gl ool )8 all s
g 48,8 Jlai o 550 )le gl relae Sl g5l SOl

Manufacturing test;
Failure analysis;
RMA.

DFT / Test - Y- Y
R f‘).’a 2 Lngd;éq b M‘)J w\ o
Scan;,
MBIST,;
LBIST when required,
SRAM BIST;
ROM BIST;
Crypto self-test;
TRNG health test;
Boundary scan;
Production test mode;
Secure test-mode entry;
Lifecycle-dependent test access.

ol gl bl e g)lexe yo 2l slowl 5l Secure DFT Architecture o5 el ol 3l

ool slrosls 51, Scan masking/exclusion Lifecycle-dependent access  Jols b (g leso
SITAG (5,5 a8 B o il Test Mode 4 55,5 (s, l58lesen S sSecurity-Critical Registers) )
S8 Sl g gy Oy90 s Sygods L DFT (6le s ool 9 s B8 Production cJl>

>
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Memory Protection g ECC - Y)- Y
SEC-DED ECCusl Jsla> internal buses 4 Kkey storage Jprotected NVM SRAM !,
consistency check 4 duplication parity wb 55 b s ) gl all aiils 59> g pgo slrakiil> ol

Al Al 89z Sl blES o

Internal Security Bus - YY-Y
5 JysS Cuz sldless Security-Aware Interconnect / Hardware Firewall G a5 el ol 3!

Key RAM  Jols) wlu> >l a0 DFT 4 Host Interface (CPU  (sly cwyiws 0,5 lé
Seds 5 5lwesly (Security Registers 4 Lifecycle State .OTP/eFuse

TPM Firmware - YY-Y
2B 150,05 Jels ool Firmware
Boot ROM,;
Secure bootloader;
TPM command dispatcher;
TPM state manager;
Object manager;
Session manager;
Authorization engine;
Key manager,;
NV manager;
PCR manager;
Crypto HAL,;
Entropy manager;
Power/reset manager;
Fault manager;
Firmware update manager.

Certification Target - Yf- Y
Sezp dal 218 351 a8l ooy aldl il 5 sleolasbinl b gllasl LB aub ail s o
sloles Lawgs o obj,l g bygesl coled g Canns ol ()5 slolojl ab ant o b las lasbiw] ol 5]
IRV RCE PESPN P [ 8]
-TCG TPM 2.0
e TPM Library 2.0 Rev. 1.85;

e« TPM 2.0 PC/Server platform-specific specifications;
e TSS compatibility.

(sl Yo V7 ojlo «Rev. 1.85 5l> Jl> ;0 TCG o, Library specification ., ,5-1)

- " Jslx> Common Criteria EAL4+ bx.> s s EAL5+ ¢ FIPS-140 level 3

YA




sl profile L PC Client Specific TPM 2.0 4, L, Protection Profile .,L TPM !,
il Gudaie abgs e PP L oy Security Target o, 65 o T;;.>|,4 TCG oo 1,3 Luw |, Busplatform
Sgd aid S Llas s architecture o lawl 5l el [z FIPS 140-3

Radiation Hardening By Design (RHBD) - Y&- ¥
Someyed (sl el landiins qiiass I (26 Pl b iy o o5 058 glo Wb Sk

Sb il Cardg 4 ol b (el cnlew (195 590 (@I85 JIE (53,8 5L pes a3 > i) S
Radiation-Hardening-by-Design (RHBD) 5,55, L ail 5 51 a5 85 co doogs IauSTIAS 095 il
@il JS 4 .4 DICE § TMR (5 yulpm Jloe! sbn Wilgs co syaoMo & g0 40 (60 058 o>k
bl 5 1y gslwcss Physical Design  Sozes g ol ccobun was ili8l 5l 6,88l cos
Key Manager Debug Lock Lifecycle) b= slSsh 59, » Bowe 5 Security Criticality
Omized A2 plxil (susel slState Machine 4 Zeroization .Tamper/Reset PCR Secure Boot
03,8 s i (2 Ladlg2) Radiation Reliability ¢ ( cl) Fault Injection el I o  caseio e b
memory dayout «)lae doJohe il (g loxe ;o (SAEs8 5)lee o Cuwl o RHBD lalyll

Xl bl qualification 4 verification physical design clock/reset architecture architecture

Radiation Design Verification Plan  Radiation Design Specification s e 85 oo 4rogs 0S|

Slse 30 >lyb a5 59 o deogs ST .wilu i Lo 3,15 0l 4 5 431,| Architecture Freeze al> o ;5 1,

325 )18 5lopslio 5 Jaloxs 350 25 slapsalSe pln o Jolas 33
Total lonizing Dose (TID) .
Single Event Upset (SEU) .
Single Event Transient (SET) .
Single Event Functional Interrupt (SEFI) .
Single Event Latchup (SEL) .
Single Event Burnout/Gate Rupture where applicable to the selected technology .
Displacement Damage (DD) where applicable. .
g Wl 5 )lge Jold ps3l &j50 o RHBD
radiation-aware transistor selection; .
enclosed-layout transistors (ELT) for radiation-sensitive devices; .
radiation-aware STI/layout techniques; .
guard rings and substrate isolation;
increased spacing of radiation-sensitive devices;
hardened standard cells for sequential and combinational logic;
SEU-resistant flip-flops/latches;
SET mitigation and pulse filtering;
V4




redundancy or error-detection/correction for security-critical state;
TMR or equivalent fault-tolerant architecture where justified,
hardened reset and clock-control circuits;

radiation-aware memory architecture;
ECC/parity/scrubbing for security-critical memories;
protection of PCR, lifecycle, key-management and security-state registers;

radiation-aware TRNG and entropy-source design;
radiation-aware voltage, clock and tamper monitoring;
fault containment and safe-state transition.
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Clock

Architecture
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Zeroization Controller

Secure Boot

'U
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Py,

Authorization Engine
Debug Controller
Tamper Controller
Reset Controller
Clock Monitor
TRNG
SRAM Crypto RAM
Secure Key RAM
PQC engines
CPU

Host SPI
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Olee -F-1)
Project Security Profile — Discrete TPM 2.0
isoledy Olye
Generic Discrete Trusted Platform Module 2.0 Protection Profile for Server, PC Client,
Industrial Computer and Network Appliance
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Hl Wl le Jais 50 o8 d e
e Enterprise Server;
e PC Client;
e Industrial Computer;
e Network Appliance.

aS (63,)lse ;o X s TOE 5l # > application software 4 hypervisor .BIOS/UEFI Host OS

Xgd oy a5 eXternal entity -lgica lasin security functionality !,

Security Problem Definition -f-)-Y
e ) e b 4 (el slelyl

Asset

AK Attestation Keys

EK Endorsement Key

SRK Storage Root Key

SK Other secret keys

NV TPM NV data

PCR Platform measurements
TPM-State Internal TPM state
Firmware TPM Firmware
Boot-ROM Root of Trust

Random entropy/random data
Sessions authorization/session state
e B REA Platform identity information
Audit/Events security-relevant state

kol gasays -F-V-¥F
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Security Objectives for TOE -f-\-¢
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Objective
O.SECURE_BOOT
O.KEY_PROTECTION
O.RNG

O.PCR

O.NV

O.AUTH

O.ATTEST
O.CRYPT
O.TAMPER
O.DEBUG
O.UPDATE
O.ANTIROLLBACK
O.ISOLATION
O.RATE_LIMIT
O.RECOVERY
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Security Audit
FAU_GEN.1

Startup;

Shutdown;

Failed authorization;
NV access;

Key operation failure;
Self-test failure;
Tamper;

Firmware update;
Rollback rejection.

FCS_CKM

Generation;
Derivation;
Loading;
Use;
Destruction.

FCS_COP

AES;

SHA,;

HMAC;

RSA;

ECC;

KDF;

Signature verification.

FIA UID

FIA_UAU

(.SQLQ"""‘"‘ ‘SLQSFR -F-\-A

15l » security-relevant events o Jss

Cryptographic Support -f-1-4

a5 lifecycle co pow

Xgd ol TPM Library ¢ Algorithm Registry  sUae

Identification and Authentication -f-Y-).

s entity Lol

[ogn il




Authorization value;
Password/session authorization;
Policy authorization;

Hierarchy authorization;

User Data Protection -f-Y-))
FDP_ACC
4y g pwd 7S

NV;

Keys;

PCR;

TPM obijects;

Hierarchy objects.

FDP_ACF

access control sl policy s!,>!

Security Management -f-\-\Y
FMT_MOF
security functions o o

FMT_MSA

security attributes <o o

FMT_MTD

NV indices;
Hierarchy state;
PCR policy;
Authorization data.

Protection of TOE Security Functions -f-)-\Y
FPT_FLS
Fail Secure

S plxsl Zeroization / Reset / Lock 4 Secure State « i3, 4 Detection wb wpeo slofault jo

FPT _TST
Self-test:




RAM,;

Crypto;

TRNG;

NVM;

Firmware integrity.

FPT_RCV
Recovery:

e Interrupted update;
o Corrupted state;

o Power failure;

« Failed boot.

FPT_PHP
Physical protection:

Voltage;

Clock;
Temperature;
Glitch;

Physical tamper.

TOE Access -f-\-\¥f
FTA SSL

Session/command timeout.

FTA_TSE
LI 45 &S o, » Sensitive slacommand l,>! 51 L3 oL TPM TSF-mediated execution

state Jocality valid .object valid .authorization valid :hierarchy allowed .command allowed

¢valid

Trusted Path / Channel -f-1-10
host Ll sl
FTP_ITC

secure transport ;| solew! &jeo 4o

TOE Security Functions -f-\-\#
1098 on Slpiion 1, all s ) sl TSF architecture
TSF-01 Secure Boot;
TSF-02 TPM Command Processor;
TSF-03 Authorization Manager;
TSF-04 Key Manager;




TSF-05 Crypto Engine includes: Classical Cryptographic Engine, PQC KEM Engine,
PQC Signature Engine, Hybrid Cryptographic Combiner, KDF Engine, Cryptographic
Policy Engine, and Crypto-Agility Controller;

TSF-06 TRNG/DRBG;

TSF-07 PCR Manager,;

TSF-08 NV Manager;

TSF-09 Attestation Engine;

TSF-10 Firmware Update Manager;

TSF-11 Anti-Rollback;

TSF-12 Tamper/Fault Manager;

TSF-13 Secure Debug Manager;

TSF-14 Lifecycle Manager;

TSF-15 Self-Test Manager;

TSF-16 Secure Reset/Recovery;

TSF-17 PQC Key Management Engine;

TSF-18 Hybrid Cryptography Controller.

Security Target - Y- ¥
GTPM2-100 Security Target : golgaios ylsie

TOE :GTPM2-100 Discrete TPM 2.0

Hardware: 40 nm Si CMOS
Firmware: TPM Firmware + secure bootloader
Interface: SPI

Platform: Server PC ndustrial Computer .Network Appliance

ST ,o Security Functional Requirements -f-Y-)\
Recommended target
L EAL4+

« ALC DVS.2;
« ALC FLR.2;
. AVA VAN,

EAL5+/ AVA_VAN.5 4 FIPS-140 level 3

ST Lol Security Claims -f-Y-Y
gl S35 04lee b ST s o
O SC-01 — Secure Boot

.08 oo =11, integrity-verified 4 Firmware authentic Lié TPM
O SC-02 — Key Confidentiality




598 oz, TOE | 5 ,» Private key material
SC-03 — PCR Integrity
S oyt TPM e (6l o 51 1a23 LPCR
SC-04 — NV Integrity
59 oo culaslxs rollback g unauthorized modification ., ,o NV data
SC-05 — Attestation
WS o uSaie |, TOE _sdly sla PCRyg 84 oo sl uine AK L Lais Quote
SC-06 — RNG
Sgd o0 el trusted entropy source ;| key generation gl sslizul 3,50 Randomness
SC-07 — Host Isolation
598 TPM slasecret zl el cogo Wl olesas host o Compromise
O SC-08 — Firmware Update
gl oo didpdy jlxe VEISION 4 .0 SIgNature sl,ls Firmware laas
O SC-09 — Physical Attack Resistance
assurance xhw 4 by . attack potential ;o ouls asiw physical o> ol 0 TOE
S oo Ceoglio
O SC-10 — Debug Protection
S oy o e e SeCTretay wilgs o3 Production debug/test interface

O SC-11 — PQC Security
TOE shall provide hardware-backed NIST Security Category 5 post-quantum cryptographic
services including ML-KEM-1024, HQC-256, ML-DSA-87 and SLH-DSA Category-5

parameter sets.
O SC-12 — Heterogeneous Hybrid Security
Jis o2l 90 Wil po a8 WS Glanty oS5 W50, slaclles 51 il TOE

S8 oolaiul 8,90 S pline O jgod ( Slawles LB 0)by0 Oglaie oL, Slio s i ¢ egileSTlay
a5 ol Gl 551 5 S o (ol s by (B & 50 5 (o 4 Syiny 1T oo

Bgd oS 6,0 (el Clow ol Hliel o b oS 5 ol 5l ledl coge wilgs

SFR . Objective :Threat -f-Y-Y
Threat ,» ol a5 oS &I LIS Security Traceability Matrix G ol cabbge (5,5
test 4 verification method Hhardware/Firmware implementation .TSF .SFR Security Objective

w3l 5 slegie s aub Jgaz ol S e LSy alis case

Threat Objective SFR TSF RTL/FW Verification Test ID Evidence




PSS o 8 trusted 1) Host PP o -f-Y-¥
Attacker controls TPM 4 Attacker controls OS 5 Server compromise < ,so o Jx
Sygo o Ll il 8L el TPM WL Attacker sends malicious TPM commands 4 driver
physically removes 4 changes power rails 4 replaces TPM 4 Attacker owns entire motherboard

Dl (55 0 lss platform assumptionsy physical attack model ,o 4L aliww ,S5o Chip

T sl oy, -0
slwl g la bls il faad 4o 050 1> 2agil Fr (5,58 545 mixed signal w1 o Wb 7,k
8,5 walss 8 e Ll s 4ty (b oty o 5 e s 1558 55k PDK Juls o3¥
GDSII (slo bls ¢ >l alosl 51 oy sl alss oo 2 (5200 03 5| 5138005 5 (3 slaslity 5
Tape ) el (sl oSy xSy Son (o sl Culom b g al5 (Sb (i (o 5550 asgs abgs o
L sad Jole @ o3ls gyme g 0l awlss Jlo,l (Foundry) asly suis adg &l 15 4 (Out
0l dles ploxl (6,0 35 pelle, 8,15 Lawes FOUNAry b o>l 5 (cows, Joles .cuils anlgs Foundry
process-specific .[DRC/LVS waivers technical queries alS <ol cabge b (6,20 S
tape- ou1,8 )0 9 4 |, Foundry ;Lss 4. sign-off documentation 4 tape-out checklist constraints

ol yo g adlys flj.b Ol i o S e lawgs Sl Oldes ldl g cole 5l w08 Sleiy out

305wl ool adl 3 o iy o 3550 5 e b 5 e T 3l 5 s
Gl 5 (5 lons Cunol> R Jol al> 5o 109 plxl al> 1o 95 55 L) SSley Jlo)l sloz sl b))
T G phgls 5 gilwosly (6 Sl 28 oLyl pgo al> e g (Conceptual) ol glaguin;ls b
pl=il (Gate Review) slal> o 5 sluY & sods 5 7,b sl2! o o)l PPA Feasibility L

WAV P

LSl 8590 Lo 34lg0 g b 29,5 -F

fans gz |y sl ol ozl agly oy 05,5
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System Specification;
Hardware Security Architecture;
TPM 2.0 Architecture;
Block Diagram;
IP Catalog;
Memory Map;
Register Map;
Clock Architecture;
Reset Architecture;
Power Architecture;
Security Boundary / TOE Boundary;
Threat Model,
e Security Requirements Traceability.

& Lol Firmware L hardware slos ;s lads PPIST 5l caulss 10 10 aisl aseie Wb logase

JoSRTL  -Y-%

Complete SystemVerilog/Verilog RTL;

synthesizable RTL;

All internal IPs;

top-level RTL;

Wrappers;

Clock/reset logic;

Security logic;

Test logic;

Memory controllers;

Crypto accelerators: Includes: AES Accelerator, SHA/HMAC Accelerator, RSA
Accelerator, ECC Accelerator, ML-KEM-1024 Hardware Accelerator, HQC-256
Hardware Accelerator, ML-DSA-87 Hardware Accelerator, SLH-DSA Category-5
Accelerator, PQC KDF/Combiner, Hybrid Cryptography Controller, PQC Key
Manager, and PQC Zeroization Controller. ML-KEM-1024 and HQC-256 shall be
implemented as independent cryptographic datapaths. The use of a single shared
datapath in which the second algorithm is executed through software emulation is not
acceptable for satisfying this requirement.

TPM command engine;

Key manager;

PCR;

NV controller;

TRNG;

Secure boot;

Lifecycle controller;

Tamper controller;

RTL source;

RTL hierarchy;

Parameter files;

Package files;

Include files;




Compile scripts;
Lint scripts;
Synthesis scripts.

b i gIP - Y- 5

Wigd b9 13 0,90 WLIP ;o (ol

IP name;

Vendor,

Version;

License;

Source availability;

Modification rights;

Foundry permission;

OSAT permission;

Redistribution rights;

Security restrictions;

Known vulnerabilities;

Verification status;

PDK compatibility.
Cau,ls ool license Lais b auiwa RTL ails Sle Lo LT 108 aseios Logas

Verification Package - f- ¢

Verification Environment
e UVM testbench;
Testbench RTL;
BFMs;
Bus models;
Memory models;
Crypto reference models;
Tpm host model;
Firmware model;

Directed tests;
Constrained-random tests;
Regression tests;
Corner-case tests;
Negative tests;

Security tests;

Fault tests;

Reset tests;

Power-loss tests;
ML-KEM-1024 KAT;




HQC-256 KAT;

ML-DSA-87 KAT,

SLH-DSA-256f KAT;

PQC key-generation tests;

PQC encapsulation/decapsulation tests;
PQC signing/verification tests;

Hybrid KEM interoperability tests;
Hybrid signature tests;

Negative hybrid tests;

Algorithm downgrade tests;
Constituent-algorithm failure tests;
Intermediate-secret zeroization tests;
Simultaneous execution tests;
Independent-engine isolation tests;

Fault injection against each PQC engine;
Side-channel tests against each PQC engine;

Functional Verification

Code coverage;

Functional coverage;

Assertion coverage;

FSM coverage;

Branch coverage;

Toggle coverage;

Reproducible Coverage Report.

Formal Verification

Security-critical blocks

o Key Manager;
Authorization Engine;
Access Control;
NV Controller;
Secure Boot Controller;
Lifecycle Controller;
Debug Lock;
Zeroization;
PCR logic;
Tamper FSM,;
Properties;
Assertions;
Formal testbench;




e Formal scripts;
e Proof reports;
e Unreachable-state analysis.

Debug unlock L «,las private key yailss slp G595 yuo un HOSE a5 asS” Sl aslen Wb Mo

SIS RTL dswgs glal 5l ol Lol sl sl S5y s 3l Jled LB production lifecycle ;o
JsS 30 b ol é sl 4 Formal Verification ol,5 3 sl Formal Property 5 Assertion

Synthesis + Physical Design - V- #
Synthesis
e Synthesis RTL;
o Constraints;
e« SDC;
e Synthesis scripts;
e Timing reports;

Wb PQC la sy 4y by o coluw JLuars 5,155 :(Area Report) coluwe o)l58 .
ML-KEM-1024 sxcpoolils coluw :0iS &l Alflos &hgoas |y 550,10 51 SO o Colue
SLH- sacasolils clbue ML-DSA-87 snmsolisy clie HQC-256 susmsliss ol
cluwe KDF o>y / Hybrid sosS'coS 5 colus PQC 4 by 1o RAM alidl> c>lis [DSA

130 g 43|)| 4.1:>J.n d O b L@u,u)‘)f .(Die) d.,..:‘)., 5 Colo Egoxo PQC LSLQQ’“’L’ IS B
(Post-Route) ol ol yeme 51 o «(POSt-Placement) ¢ liL> 51 s RTL i 5l o

o Power report;
o Gate-level netlist.

Physical Design

e Floorplan;
power plan;
placement;
CTS;
Routing;
DRC;
LVS;
Antenna;
IR drop;
EM;
Crosstalk;
Signal integrity.

Tape-out Package - A-¥

GDSII / OASIS;




GDS/OASIS;

Final netlist;
LEF/DEF;

CDL;

LVS deck;

DRC deck;

Layer map;
Stream-out configuration;
Timing files;
Parasitic files;
Tape-out checklist.

Final Sign-off Report

DRC;

LVS;

ERC;

Antenna;

STA;

IR drop;

EM;

Density;

Metal fill;
Reliability checks.

Fab lpp3¥ s G -8-7

1S sole] Foundry Submission Package <G b >1,b 05,5

GDS/OASIS;

Netlist;

CDL;

Layer map;

Waiver list;

DRC/LVS reports;

Seal-ring specification;

Pad-ring specification;

Bonding diagram;

Die-size;

Die orientation;

Scribe-line;

Process corner reports;
b oads Lael 1) 09,8 28 uw lawgs a5 Final Tape-out Release Checklist « 5 o4 4

Package/OSAT Documentation - \+- #
a2 gz 5 |, packaging sl p p3Y Sledbsl b ol o

Package

Package recommendation;




Die dimensions;

Die thickness;

Pad coordinates;

Pad size;

Pad pitch;

Bond-wire constraints;

Bump information for flip-chip packaging;
Die attach requirements;

Maximum temperature;

Package thermal requirements.

Bonding

Pad 1 — SPI CLK;
Pad 2 — SPI_MOS;
Pad 3 — SPI MISO.

Bonding diagram;
Wire-bond map;

Pad electrical characteristics;
ESD requirements.

Boot ROM source;
TPM Firmware source;
Secure bootloader;
Secure bootloader;
Update Firmware;
Recovery Firmware;
Manufacturing Firmware;
Test Firmware;

Source code;

Build environment;
Compiler version;
Linker scripts;
Libraries;
Configuration files;
Signing tools;

PQC Crypto API;
ML-KEM API;

HQC API;

ML-DSA API;
SLH-DSA API;
Hybrid KEM API;
Hybrid Signature API;
PQC key-management API,

Firmware - \\-¢

09l gz JelS Firmware ol




PQC algorithm-policy API;
e PQC KAT/self-test Firmware;
e PQC migration/algorithm-agility framework;

5kl (HAL) g )l8lecns gliol Y G 3,k 51, PQC (6,50, slo 5350 sl Firmware

Sl ol Caslow aas o3l b 138l 3 L (60,05 gladal 4y Bl g aws 13 158le 5 LS

key aslp g wle 3L b og,5 Ll o wls production & b e Signing oS .oy 0 |,
Dy dlg> L,8 IS 1S cow sl ceremony

Manufacturing Test Package - \Y- #
S adei b b g I

Scan chain;
MBIST;
boundary scan;
JTAG;

ATPG;

test modes;

Test vectors
o Wafer test vectors;

Final test vectors;
Structural test;
Functional test;
Memory test;
Crypto test;
TRNG test.

Production Test Specification

el @l die S a5 0 anlys ool Lackis 45K 45 3gd asine Gds Wb

ATE Program - \Y- ¢

Joe 098 astive Oieo 40 w0l &l L3,IST 58le 5,90 ATE platform ¢l sl ATE program
aes 9> |, machine-independent test specification g test vectors wb s, RFP Lo ;.0 ATE

109 walg> 1504090 Julis ATE test program.ass oJgs | >l LB program ATE s 51 e g
Pin configuration;
Test sequence;
Voltage;
Frequency;
Timing;
Limits;
Pass/fail criteria;
Binning.




Wafer Sort Program :wafer l,, o

Silicon Bring-up Package - \f- #

TPM Evaluation Board

Power rails;

Reset;

Debug;

Test headers;

Logic analyzer access;

Current measurement;

Clock measurement.

Silicon Validation Software - \)- ¥

Register-level test software;

TPM command test suite;

Host driver;

Linux driver integration;

Windows integration if targeted;
Firmware update utility;
Manufacturing provisioning software;
Diagnostic software.

negative test w> ¢ o test case G Sla> :TPM command ,» sl o

TPM 2.0 Compliance Package - \#- #

TPM 2.0 Compliance Matrix

TPM Requirement  Implementation RTL/FW Test
TPM2_Startup Startup Manager FW TST-001
LAY POl =E PCR Engine HW/FW TST-023

TPM2_Quote Attestation Engine  HW/FW  TST-041
TPM2_NV_Write NV Controller HW/FW TST-067

Requirement Implementation ~ Test

ML-KEM-1024 KeyGen HW/FW PQC-KEM-001
ML-KEM-1024 Encaps HW/FW PQC-KEM-002
ML-KEM-1024 Decaps HW/FW PQC-KEM-003

¥F




HQC-256 KeyGen HW/FW PQC-KEM-004
HQC-256 Encaps HW/FW PQC-KEM-005
HQC-256 Decaps HW/FW PQC-KEM-006
ML-KEM + HQC Hybrid HW/FW PQC-HYB-001
ML-DSA-87 Sign HW/FW PQC-SIG-001
ML-DSA-87 Verif HW/FW PQC-SIG-002
SLH-DSA-256f Sign HW/FW PQC-SIG-003
SLH-DSA-256f Veri HW/FW PQC-SIG-004
ML-DSA + SLH-DSA Hybrid BglWigWi PQC-HYB-002
Downgrade protection Security controller PQC-SEC-001
Zeroization Key manager PQC-SEC-002

Security Evaluation Package - \VY- ¢

Security Target support;
TOE definition;
Security objectives;
SFR mapping.

Architecture;
Functional specification;

High-level design;
Low-level design;
Implementation representation.

Administrator guidance;
User guidance;

Secure initialization;
Provisioning procedure.

Configuration management;
Development environment;
Delivery procedures;

Flaw remediation;
Lifecycle.

Test plan;
Test procedures;
Test results.

Vulnerability analysis;
Attack surface analysis;




o Penetration-test support.

PQC Security Evaluation

e PQC threat model

e PQC attack-surface analysis

e ML-KEM side-channel analysis

e HQC side-channel analysis
ML-DSA side-channel analysis
SLH-DSA side-channel analysis
PQC fault-injection analysis
hybrid-combiner security analysis
downgrade-resistance analysis
algorithm-substitution analysis
intermediate-key zeroization analysis
PQC implementation-constant-time analysis

(pgy¥ &y o) X Radiation Verification - \A- #

TID
TID irradiation with Co-60 or equivalent qualified source, including pre-, intermediate- and
post-irradiation electrical/security characterization.

SEE
Heavy-ion and/or proton testing for SEU, SET, SEFI and SEL.

SEL
SEL testing over specified voltage and temperature corners.

SEU
SEU cross-section measurement.

SET
SET pulse amplitude, width, propagation and functional impact characterization.

RTL SEU fault injection

gate-level SEU fault injection

SET injection

clock/reset transient injection
memory-bit upset injection

PCR upset injection

lifecycle-register upset injection
key-manager upset injection
security-policy register upset injection
fault propagation analysis




recovery verification
fail-safe verification
zeroization verification
radiation-induced fault containment verification
O b S Sl b 5Ll e S el el Il K0 4 LI 0SS sl 5 et

%LlefJ)C,?MjRHBD%%)}_&ksl':..é‘CM@O)JJ})E‘&&JQ—&LEJ“Q?L{)

(Shles Glos odd jazin Glalysgdowe dex il L e s 9 5 L;LA@; Jole

yl¥¥lecew (pguazo Security Documentation - Y4- ¢

Security architecture;
Attack surface;

Fault model,

Side-channel analysis;

Fault injection analysis;
Glitch analysis;

EM attack analysis;
Differential power analysis assessment;
SPA/DPA countermeasures;
Zeroization analysis;

Key isolation analysis;
Debug security analysis;

design evidence wl 1 b 05,5 S o, L3055 |, 3lge ol Ty certification olKayle;l 51 2>

RERpgipes ‘) 4-.'.-]5‘

Post-Silicon Failure Analysis - Y+- #

il abge >l 0g,S cily S Silicon ,Jql 31
..uS Failure reproduce v/

.20 sl=il Root cause analysis

.08 olo Errata

&S &1, Workaround

S 2ol RTL/FW

e &l ol @90 o Metal Fix L ECO

&S tape-out oo Revision

cusJb g Source Code - Y- ¢
syl ool sedls 3> sl b SIbe L8 18




RTL;

Firmware;

Verification environment;
Testbench;

Scripts;

Synthesis scripts;
Physical-design scripts;
Test vectors;
Documentation.
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Specification + PP/ST + Architecture [

RTL architecture + IP integration
PQC architecture + implementation
RTL verification + firmware
Security/Formal verification
Synthesis + DFT
Physical Design
Sign-off + Tape-out
Fab / wafer fabrication

Wafer sort + dicing + packaging 10

Bring-up + characterization 11

Functional/security validation 12
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Milestone

<
o

Requirements Freeze

Architecture Freeze

<
[

<
N

PQC Architecture Freeze

<
w

PQC RTL/KAT

<
>

<
(6]

Hybrid Crypto Freeze

RTL Freeze

<
o))

Verification/Security Freeze

<
\I

RHBD Design Freeze

<
©

Synthesis/DFT Freeze

<
©

Physical Design Complete
Sign-off
Tape-out

First Wafer

Packaged Samples

i

Bring-up
Radiation characterization

Final validation

Trb 2l o ol cuS 5 -A

e

laaraal ¢s jlaza 055 JS S8 Sy e trade-off « . :
Sasles RTL/FW/PDAverification wies o sSanls 5 1 Project/Technical Lead

TPM 2.0 architecture <ccommand hierarchy <key
hierarchy <PCR <NV <authorization <lifecycle s 1 TPM/Security Architect
mapping < TCG/PP/ST
Root of Trust <key isolation <secure boot « Hardware Securit
tamper/fault model <zeroization <security 1 : y
. Architect
boundaries




RV32 core <memory map <bus/interconnect «
interrupt «privilege/PMP s integration architecture
>k RTL: TPM command engine <PCR NV
controller <lifecycle <reset/clock <host interface ¢
DMA/bus s s logicks
AES «SHA-2 (HMAC «RSA ECC «KDF <modular
arithmetic <key isolation s crypto datapath
TRNG <entropy source <health test (PUF <) sa 2
<« Jivoltage/clock/tamper sensors s analog
security blocks
TPM firmware <command implementation <secure
boot «startup/shutdown <NV management «
update/recovery s low-level drivers
5 PQC gty S ) 38l 5 el 5 (5 Jluings cdnns 55
&) slaka
UVM «testbench «functional verification «
regression <coverage <negative/security tests s
TPM command compliance
Formal properties <assertion <key isolation <access
control <secure-state FSM <zeroization s security
invariants
Scan <MBIST JTAG <ATPG «test modes «wafer
sort <ATE vectors s production test architecture
synthesis <floorplan <placement «CTS «¢routing ¢
timing closure <IR/EM «DRC/LVS s tape-out
DPA/SPA «fault injection «glitch <EM «<physical
attack countermeasures s security layout review
RTL/synthesis/PD automation «Cl/regression «
PDK «scripts «version control s reproducible build
flow
pad ring <ESD «package <bonding diagram <SI/PI
LLls ) 5 OSAT
PP/ST «SFR/SAR cevidence «traceability «
ADV/ATE/AVA/ALC o8ie il L Sialas
evaluation board <silicon bring-up <TPM
command testing «<characterization s post-silicon
validation
5 TID/SEU/SET/SEL Jalad ¢ s Sl 31 Gy
(s (5l g 3 (5 3ol

adie paradily i sa PD I il

a0 8 L TRNG/Analog ) el

[N

0.5-
1

1

[N
— |
N

—

CPU/SoC Architect

RTL Digital Designers
Cryptography Hardware
Engineers
TRNG/PUF/Security Analog
Designer
Firmware/Embedded
Engineers
PQC Software/Crypto
Engineer

Verification Engineers

Formal
Verification/Security
Verification Engineer

DFT/ATE Engineer

Physical Design Engineer

Physical Security/Side-
Channel Engineer

CAD/Flow Engineer

Package/Signal-Integrity
Engineer
Common Criteria/Security
Certification Engineer

System/Validation Engineer

Radiation/Reliability
Engineer
Radiation-aware Physical
Design Engineer
Radiation Device/Circuit
Engineer
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