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Secure Identity & Smart Card SoC Product
40nm Mixed-Signal CMOS Technology
elD / National ID / ePassport / Digital Signature Primary applications
Multi-application card / token / 10T SE Secondary applications
32-bit Secure CPU, target >S0MHz CPU
1MB target Flash
64KB
>32KB total SRAM
>256B OTP/eFuse
ISO/IEC 7816-3 T=0/T=1 Contact
ISO/IEC 14443 A/B Contactless
Slave >2Mbps SPI
up to 4096bit R
ECDH/X25519/X448 15" JsLs ECDSA/EADSA up to P-521 / Ed448 EC
AES-128/192/256 + legacy 3DES Symmetric

SHA-2/3 + SHAKE Hash
AIS31 target TRNG
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ML-KEM/ML-DSA architecture; acceleration preferred
Voltage/temperature/clock/light/glitch + active shield
Yes
CC EALS5+ readiness
Preferred <7mm?; target <8mm?; max 10mm? with justification
-25°C to +85°C minimum target
Micro-module + QFN
Target ~21 months
~33 peak engineers
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Security assurance
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Temperature
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First silicon
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Secure Embedded Flash 768KB minimum:1MB target
Boot ROM 64KB target
User SRAM 24KB minimum

Crypto RAM oS S yrie ool Sl L BKB minimum
Total SRAM 32KB minimum
OTP/eFuse >256B

Secure NVM metadata , monotonic values.counters Jdifecycle l,, >16KB
Flash endurance >500,000 P/E cycles target
Data retention >25 years target

subject to selected macro/process.<0.5ms target
Byte program subject to selected macro/process.<7ps target

Memory Security -f -Y -¥
-l slaabisl> (|, Address and data scrambling

\.




sl 0315 (s 9l= sl s (51, Bus/data-path protection

.solers 5L Oy se o persistent security objects ¢l Encryption/integrity protection
Jprivilege checking s Memory access firewall

Secure erase / zeroization

.Sl sleesls ¢l » atomic update 4 Anti-tearing

raw private-key material 4 CPU/application . z.s I S s

Contact Interface -0 -Y -Y
b Cs kS Sl 1, T=1 5 T=0 5 555 1L ISO/EC 7816-3 Gllos bl —ulss La,

SMHz ,> TA1=0x97

c

T=1,T=0 Protocol
ISO/IEC 7816-34 «)is profile slae Clock

Mandatory

Mandatory PPS

Mandatory ETU timing
subject to pad/process validation.1.62-5.5V s3gu>s ;> C/B/A (cla oM B TR0 Mo o

b target 4lgze 4, CDM =500V ; HBM >4kV ESD

>
|
Py

Contactless Interface -# -Y -Y
b 106 I airspeed .s 55 1L Type B ;5 ISO/IEC 14443 Type A &, &b ol 05y Lo,

45,2 4PICC Classes 1 L ID-1 -7 31 0ly el 5 3L 1.7Mbps Jsla>= VHBR ;5 848kbps

ISO/IEC 14443 Type A/B Standard
106/212/424/848kbps Bit rate
>1.7Mbps target VHBR
Energy harvesting from antenna Power
Rectifier + regulator + load modulation + demodulation +
. AFE
clock extraction
98 oo 1L Design Guide « diejl ¢, Antenna
Contactless operating
modes

c

< card emulation profile, interoperability Reader/writer

AR




SPI  -Y-Y-Y¥
2Mbps Jilu~ |, GlobalPlatform - 5lz- 5> SPIslave 555 sl 5 4, 2Mbps il SPI slave

AL

D pda 1) jlee Olles T.é,p production ,s y .LaL lifecycle-controlled &L SPI o s

Timers, Watchdog and Interrupts -A -Y =Y

>2 General timers
Independent/security watchdog Watchdog
Dedicated ETU timer
Dedicated/programmable Contactless timing
Secure, prioritized Interrupt controller
Preferred Low-power timer
Mandatory for security/anti-rollback use cases = \/lelaloolgl[eo/o]0[p] 1= ¢

G\

Cryptographic Subsystem -4 -Y -Y
5 521bit t ECC « 4096bitl: RSA 5 4% awns aib Lg)\i.i}z.v Gedasolis 3 L;!a;;_...f 45 gaes
TRNG « SHA-1/SHA-2/SHA-3. AES/3DES. Dilithium 4 Kyber JL» PQC «Curve25519/448

PRNG

Primitive

Key length up to 4096bit R
Mandatory RSA CRT
<100ms target RSA-2048 signing
<550ms target RSA-4096 signing
ECDSA/ECDH/EdDSA ECC
NIST + brainpool up to P-521 Weierstrass
X25519/X448 Montgomery
Ed25519/Ed448 where applicable Edwards
<20ms target ECC-256 sign
<60ms target ECC-521 sign
128/192/256 E
ECB/CBC/CTR/CCM/GCM Modes
3-key legacy support where required 3DES

»
>

>

wn

\Y




SHA-1, SHA-224/256/384/512, SHA-3, SHAKE
Hash Based Message Authentication Code HMAC

AIS31-compliant target TRNG

Cryptographic DRBG; AlIS20-compatible architecture | |pIzi=ieiiZIz{\\ (€

Post-Quantum Cryptography -1+ -Y -¥

FIPS 203 (ML-KEM L (Lattice-based) <t al » NIST 31tiul (slaoz, 53151 Sl 51,

(Compliance Gllsl s 5l 55 Lb (6 zme 3L 1Hl5 |, FIPS 204 (ML-DSA / Dilithium) s/ Kyber)

ol et SSE w0 ) | Ol y/ bl a5 5 § b elaw ¢ Slinly o s Matrix)

First silicon policy o 59!

ez 5 () l8lecin oaxasolis ts lons lan ;o ol ML-KEM/Kyber oslgils
b 55 (6l lccin sammoolis ¢ lone glaw 4o ol ML-DSA/Dilithium oslsl>
Cobls L 16 KB Jilas) (s5lwosly o Loz b canlite golazsl 5,5 4,
B2 KB 4 s |
el gl (HAL) (658l glsl Y PQC API L,

(ROT) slazel aiy ) ;8 pss o900 o,65) (6,5550 Sl Migration &>l

PQC RAM aLiil>

ol slusl Wgo ulg =) =Y Y

(Hybrid 875 (815 (poloas A 50 &5 Olsie & b adly (ol s | S5 ot
b 5 bl Jels 5 eds o1 b  aoal glasluilul (LS| 4,5 LTRNG/DRBG)

53 e Sl 3 S
L RO Jitter wsile) oadls Jliom 3/ 68 0T (S 58 09 5T oo 51 6,8 0

d",}ﬁT Cf» L cjlﬂ; u:.‘f.l:’,} u,..;lfjs ‘};JJS Mo ‘)J.‘J..v BE] (.jlj,a (MetaStablhty
L sl Hmin >0.997 ‘.fc,.w:

2 (29 5T e
(Noise Source)

:JSL«:« Coes 9 gséﬁfﬂ ol Ao b) 5 lsleul S Ls\A()ij IS5 el Oboy CoMuw 6&09&}T

(T e e s (Tests




S8 Shos Olasein 9 S I 7 g
‘sl.ao}n)'TJ.aL‘») asl 5 esle :;)lfy@}ﬁ"’rls slrosls J&j}&)aﬁg ok

Qg o SR Gg0 3T
68 68 8 6,5 aiS g (Adaptive Proportion , Repetition Count 9, oI SBOYR)

(Online Tests)
P L (K58

Lt al s olajlues 126 uile) e (65l 31 Snm (6 5lage Ol yle Sl osliazu _
9P Sile

5s 4 osls okiluy s DC bl Cod g (oplilnl i 8 il ml g8 o .
- ¢ (Conditioning Unit)

P oS
44 ,CTR_DRBG ) NIST SP 800-90A (slas kil ; ttos ki 5 5 50 A 3ol Vg
Sl (Reseeding) 875 s (gloy 93 23,45L 0l L (Hash_DRBG L AES-256 Crypto ) &y
o3 AT i (DRBG
5y &y e s (Hardware Trap/Halt) ol e s los Coand s 4 655,50 3555
O R g g P~ I3 PPN UV PGV WREIP P3| JUNE

Ao 3L g oi3ls 4 psme o g9 5T

On-demand Self-) gl 55 sla ob3Ts 5 &l ol 6l gzl S 28 sladaly 4 0
o i35 9 i Sy
(Test Vector Injection) o sa 3T o315 35,5 5 (Test

Secure Boot and Firmware -\Y -Y -V

Sl sl co g
(Mute & Fail-Safe)

Sladl> o d sl Ol sie 4 (IMMutable) oz 6,6 5 ol 2K ule BOOt ROM abiil- 4 jges b ail 5
4 (Secure Bootloader) -l & o AT 3 .ui L (Hardware Root of Trust) (sl 31 sun slazel o o )
Sl Cmilen g a3l eiwsliel o (Integrity) Cusles ) «(Authentication) cJ_o! 31~ Slles
3t 1 (1 55 laokiyles / €FUSE 4L ANti-ROIDACK) (ot o do o T (ladbenss 4 50

&,aa_:f\;,u;,dbb.\ip,,ﬁ;@\_w,,‘,,@%T;.,gwﬁ‘gl_.a\,m;w;f‘s,ufb

5L (Power-loss Resilient) « xS Su Cm A 03 psls (Atomic Update)

Firmware component  Required
Immutable Boot ROM Yes
Secure Bootloader Yes
Secure OS Yes
Crypto HAL Yes
Flash/NVM driver Yes
7816 driver/stack Yes
14443 driver/stack Yes
APDU dispatcher Yes




Firmware component  Required

ves
ves
ves
ves

Personalization firmware Yes

Card Operating System -1Y -Y -Y

s sl Native Ll 5 e OS s 4i @1yl |1 L6 Card Operating System ¢ ol jon 4 b J saes

S =3 smart-card s applicationl, ;8 5L Lo L Java Card gl > Ol Lb (o lans

Application isolation

Security Domain / trusted application model
PIN/PUK management

Secure filesystem

APDU engine

.Cryptographic services

Secure messaging

Lifecycle control

Secure update

Audit/security event management

ePassport / eID Functions -V¥ -¥ -Y
chip + software library ¢!, 456 2 31 xS Coua 0L L BSI TR-03110 3:Uas PACE+EAC (¢! oI
BSI TR-03110 5 (A 2!, 5) ICAO Doc 9303 5lks Ll ePassport sls IS5, 4lS .l (g5 5

sd (g ilwesly (F ased)

Function Requirement

Mandatory
Mandatory for ePassport profile
Mandatory where profile requires
Mandatory where profile requires
Mandatory

AN




Mandatory

Mandatory service

Mandatory

<2s target under defined test configuration

Security Architecture -4 -Y -Y
physical implementation , firmware/OS cesls/absl> (¢ lans o) Pl 4V Hlg 55 LL ol
« side-channelscrambling damper test-mode irreversibility reverse engineering .>s—& Ca =

.Cwl Coda physical attacks 4 timing cfault injection

go90 Requirement
Test mode cryptographically locked v, ,itews,, production s

Tamper Central tamper controller
Voltage Low/high voltage sensors
Temperature Low/high temperature sensors
Clock Low/high frequency + glitch detection
Light sensor
Shield Active shield
Unique ID Mandatory
Mandatory target; enrollment/reconstruction must be characterized
Side channel SPA/DPA/CPA/EMA/timing countermeasures
Fault injection Laser/EM/glitch/DFA countermeasures
Physical FIB/probing threat model and countermeasures

o

o r.
C Q
M =1

PUF and Device Identity -V# -Y -Y

raw PUF response Js 3L osleww | L6 device-unique secret b 5uW/ad ¢ 4k, Olge 4 LLPUF

« helper data protectionenroliment Jols L (o lene .43 L ol = L firmware s Ui s L5

.U lifecycle policy s error correction reconstruction
traceability s personalization > 5 .U lifecycle-protected L immutable .t Unique Chip ID
AL eslil LB

Tamper Response -1Y -Y -Y

Event Minimum response

\#




Abort + secure state
Abort/limited operation + secure event
Abort/security reset
Abort/security reset

Security event + configurable response
Immediate security response
Escalation policy

O g1 [0 GYA g [o ol BN plelTo=Ri[og®  Zeroization of volatile key material

41§ Dol J 9 (3 cuml Dbl P =VA Y Y

8 (Kb e L ablie g 1y p5Y (il slap 51K S Ll asl 3 (S8 b
oS5 s &ﬂﬂ ks (Non-Invasive) >lg & 5 (Semi-Invasive) .>lg4as (INVasive)

JUES™ 5 b 5l oledbl e 5 (Delayering) Laa Y &l_:f)'le FIB, I b ¢, Kws ((Micro-probing)

Al (g 5luesly (Side-Channel) sl

1b o}

bhs oy stumw) Shielded Routing (s g, jl ool
Sl w0idjey (slaosls S Jobs (sla JiSw (sl (4ds5 Routing /
oYL 5l ool dLmleitm S pAs w0y sl b g ")ol el Interconnect
e g Y
lylie g 655505 oS5l RF/S T slgs Jols S5
slails o Isolation Triple-Well I oslil b Jlsos
ool slaSsh 193 b ye0 (GUArd RINGS) dtwge bbb
cou LatCh-up lpl g | iugw pg Lisl 5l s pSsls jolaiody
i b
Key RAM NVM CPU) asly s oo JolS tiss
bsy w228 b Yazz Jlé e L (Crypto WS i g Jlad s
- 5YL ,» (Dynamic/Random Bit Pattern Mesh Active Koow
A : ) o ) Top Metal Layer : gy
L olisS Jlail ((Sojed o 4555 2 & (laigSay 6 slaayY Shield / Tamper
Cagy 3 AR g3l JUeb &1 oo b oo 9S50 (Mesh
D)5 ()l dles
onpesbilailxe 5 o pismes »» Koy RAM Sl ploil SR S22 g )
polis a8 5 T (55l CollB Lz (55550 i yslea Key RAM ) 1S’ abails

' co o Placement !
S pd TAMPEr slis, 4565 ,a £934I > (ZEr0ization) (Isolation

18 ymo ygam¥ 93]
Sensitive ) jwlms
(Routing Isolation

9 Pt 29 J S

Floorplanning / Ll gbraals
Silicon & Substrate Noise)

(Rings Guard

S o |OgiC Dual Rail 5 cylite (gla slate 5l eolawl Cell Level / o 4D Culd d)u‘\:‘fﬁs
by sl 5 5 o 8 ol 5 ool Sonlne Logic Crypto ) ssl

'Y




gl d & Olasuin g Ol JI & i

oSley Bl 4 cuqs (Matched Routing) osls ¢Sy, 4 Datapath
(DPAIEMA) 55 5 _ubliios yiSIl Sledbol cai (Hardening

SMS aibio 1 odlizusl edly) g dy sl sully p2355 S 5 cblis
bkt > GIItCh 1o (la il auss g cl LIS/ lizels Clock Tree Sy g Sl by
sbal sl b o Ky jaseis culls L Clock s Reset  Synthesis (CTS) Reset & Clock)
bxial (Hardening
(Crypto Island) ¢, 50, slacSsl aiss claasls (gjlolas
Bosb 3l (bls)l lalaly g0l g ool (clnalabls 053l diwn : adx gaioly S
il sloyjs 5 olazs] (LDO) LIsls (clo,gi¥ss, POE’)":Sri Gn”d Power Domain )
S35 Jelos B oy inms e (DeCAP CellS) goione . (Separation
S
G S5 (595 Cagn Il b o (giloJld it g ()15 a8

o u @ S . y . ,
5 cilos g 5l Lu gl ,» JTAG/Scan Chains) SR yid G 895

. : Testability & DFT /) s 49050
S99 pae 5 eyl Cand (e el (GBS (glyime Sl il :
529 pAS 5 O o> sl lbols glgime Slgs b DET e

555 e G55 I, (Backdoor) uJg 565 .
J)*Srvww_w))ﬁdﬁ( ) GAIF yane 4395 )0 (Isolation
(Lifecycle Controller) ols 4 >

Reliability and Electrical -14 -Y -¥

55V 5 1.62 o3 5dowe b C/BIA (sl 315 55 CONACE 4,5 5 +85°C 5 -25°C s o (e 03 puoms

ol
power integrity.thermal (EM (IR drop datch-up (ESD PVT dibrary/process corners &b s e

LS Llsd sign-off s 1, reliability




ol Sloal g Jbadlro blgy -F

(i lhosls (o s IS ¢ 2 sa slacredential jl Chlis (Jsame 2ol o

bl S5 SRl erlee 5o Jm s lasl Dlles 5 2ol slastate «application code

el YU

ol sy sl - 3-F

Private keys
Authentication credentials
PUF-derived secrets
Boot keys

Firmware integrity
Card OS

Application code
Personal identity data
PIN/PUK state

Secure messaging keys
PQC private keys
Lifecycle state
Audit/security state

A og0 molge -T-F
oy Terminal
o, Application
S e yid gyl )8
U PS{JFEN TN
Side-channel attacker
Fault-injection attacker
Reverse-engineering attacker
Probing/FIB attacker

Malicious manufacturing actor
Unauthorized personalization operator




Security Functional Requirements - Y- ¥

oj SFR
Secure device/application/administrator authentication [ {e(=lqieii(etile]g At g g1 {o=ha o]y
Obiject/file/application access control Access control
Isolated hardware-backed crypto Cryptographic operations
Generation, storage, use and destruction under policy Key management
Authenticated chain of trust Secure boot
Authenticated, anti-rollback, atomic Secure update
Security-event logging where applicable Audit
Startup and conditional crypto self-tests Self-test
Detection and response Tamper
Confidentiality + integrity Data protection
Approved entropy and DRBG architecture Randomness
Monotonic controlled states Lifecycle

Security Assurance Target - ¥-¥

5L EALS+ wkw ;5 Common Criteria | ilas ol GilwosleT Wb arw 5 LT 5 5 1 b Coda

Al Jg s ud g 1, CC EALSH (ol , (’ﬂ artifacts 5 wal s o5 5 (slul 31 b (6 e (RFP slgiiy
o B gy A1 S
S ag ) ) daled g Oldte JBlas L (6 e

Security Target

TOE Description

Security Architecture

TSS

Assumptions

Threats

OSP

SFR Mapping
Assurance Evidence Plan

Ol s o hardware Trojan s a7 iS gla by bl (6 e (Colu (sHlwls g Sy sme o

AS” Ll acceptance  verification 4T 3 55 5 slgiiey 1) Sloes 8




Tk Sl ey -0
Jols e 5 sl 5 ba b kil e 53 355 |l 2 sl B (55U 5 5 Mixed signal T sl O
523 8 da i 513 s szl yo 4Bl (b Oy o S e s S de (5,5k5 PDK
ab o GDSII (sla 115 ¢ 1 b plasl 1 g o eT Al Jas 0 (5 e o 51 (13l 5 5 (5 sl Sl
« (Tape Out) csle (gl oSGy 2S5 Sn o sl p Colam b s as 15 1 b Ol iy o S 50 o
Al s FOUNAry U pes=d Jolas 4 (65U (s ome 9 A3 il 5 Jluyl (Foundry) il 5 sus” ol g Sl 18
b e (S S sl B plonil (5 e S/l 5517 Lo 5 FOUNATY L o2 5 o ol Ll
tape-out «process-specific constraints (DRC/LVS waivers dechnical queries aJS” &l Cabs 40
o kST Sl tape-out T 5 55 5 ags |, Foundry Ls s sign-off documentation schecklist
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o3 B sl plosil il b Ol ey o S e 5 (6 e Lo 5 5 2t

e

requirement oKick-off

T
(@)

Hlnimnn|min|imin| mn
EB|lo|olNo|glrwn| -

SRS + Compliance Matrix ;
baseline

System/Security/Memory/Clock/Power
architecture
Threat Model + Security Target draft Security engineering
RTL freeze candidates RTL + IP integration
Boot ROM/OS/drivers/libraries Firmware/OS
Regression + coverage + formal Verification
Netlist/GDSII/sign-off Physical design
Final GDSII + foundry package Tape-out
Wafer Fabrication
Packaged samples + tester Packaging/ATE
First silicon report Bring-up
SCAJ/Fl/tamper/penetration report Security characterization
Release package Final acceptance

Architecture

T
[N

sl &S s TR S o post-silicon 4 5 5,3 ga Architecture Phase ;I L Verification

b 4 s (63 Shes simulation b L LU Sl >

Directed/random/assertion Unit RTL

AR




Crypto, memory, security controller, interfaces Subsystem
Boot/APDU/lifecycle/interrupt/reset/power SoC
Unit/integration/fuzzing Software
Security FSM, access control, reset/zeroization, key isolation Formal
End-to-end functional demonstration FPGA

Threat-driven verification Pre-silicon security
SCA, FI, fault/tamper, electrical, performance Post-silicon




eS| 3340 &.5.75 0)19.05&@9)5 -7

ewgo Sbwl - V-7

System Requirement Specification
Compliance Matrix

System Architecture

Security Architecture

Threat Model

Security Target draft

Memory Map

Register Map
Clock/Reset/Power architecture
Interface specifications
Micro-architecture specifications
Verification Plan

DFT Plan

Physical Design Guidelines

Design Database s RTL -Y-#

Complete RTL/HDL
Synthesis scripts
Constraints

IP manifests
Configuration files
Lint reports

CDC/RDC reports
Netlists

LEF/DEF

GDsII

DRC/LVS/ERC reports
STA reports

IR/EM reports

Power reports
Complete set of tape-out ready files

Software -Y-§

Boot ROM source/binary
Bootloader

Secure OS

Drivers

Crypto library

SIM/elD middleware
APDU stack

Secure filesystem
Personalization software
Flash loader




PQC library

Host SDK

Compiler/toolchain integration
Debugger/emulator support

Test and Security - ¥-#

UVM testbench

Test vectors

Coverage database
Formal proofs/reports
FPGA image

ATE program
Production test specification
Security test plan

SCA report

Fault injection report
Tamper characterization
Vulnerability analysis
Errata

&y QFN poman 5 wled O o LS sWs 8 ¢l Micro-Module B s b s o~

5 (Ui pa 58 J g5k slal) ISO/IEC 7816-2 5,luslinl L L die slal 558 &1, baasly aen 4 oo s

5,ltwl micro-module _J6 (¢, 5mm S die sl .asl ,8 5w ¢ ,56 wire bonding b I

4 area >s-5 g gt 40nm Mixed-Signal (s, st ;5 PQC 5 sl Sl s RFP ol 4 a> 55 L

Db o dd pdy 254 5 L La2d IMM2 ek ¢354 (o w5 preferred <7mm? 4 target <8mm2e 5.0

b T 3 8l slamacro L Architecture/Floorplan s 5 sl oo dige medss &S5 37 o

oy
CPU/IP4 s

Security FSM, lifecycle

Macro/RTL dependent
RSA-4096/P-5211;
RAMj architecture 4 il jlow

Mixed-signal/security
64KB

‘Sb)gi,.g coluwo
mm?2
0.15-0.30

0.15-0.30

0.20-0.40
0.35-0.75
0.40-1.20
0.20-0.45
0.05-0.12

vf

A dal g

sk

CPU + interconnect + MPU

Secure
controller/lifecycle/boot
AES/SHA/HMAC/CRC

RSA/ECC accelerator

PQC accelerator

TRNG/DRBG/PUF/tamper
ROM




. . h) i coaluw
mm

32KB + crypto RAM 0.10-0.25
Process macro dependent 1.0-2.0
Rectifier/regulator/modulation/demodulation 0.50-1.20

oS3k

SRAM
Flash/NVM
Contactless AFE

‘I

pad ring ;g 0.10-0.25 7816/SPl/digital 1/0
Security clock included 0.10-0.25 Clock/reset/power monitor

Test infrastructure 0.05-0.15

DFT/MBIST

Security layout overhead 0.50-1.00 Routing/guard/shield/isolation

duly PAAS o351 g dlass 4 0.50-1.20
gl ojl ~4.4-9.6

50MHz target
>1.7Mbps (Target 3.2Mbps for future- 4 106-848kbps ;I sl

proofing)

<100ms

<550ms
<20ms
<60ms

<2s end-to-end target

card profile slas 5 Soo J8l>
ISO/IEC 14443/PICC class target slzo

ISO/IEC 7816-3 electrical/current limits s,lz.

Pad ring/ESD
IR T

c

CPU clock
Contactless

RSA-2048 CRT sign
RSA-4096 CRT sign
ECDSA P-256 sign
ECDSA P-521 sign
PACE+EAC

Standby

Peak contactless
power

Contact mode
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40k «owl Card OS 4 firmware «crypto «contactless AFE silicon  JsL scope Sl 4 a5 b
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15 15 architecturey guiwjls

3 1.5 Security architecture / Threat model
7.5 4.5 IP integrationsRTL

9 (s5ls+) 6 Firmware/OS/crypto software

oy
3

1
4-5
1
1.5-2
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a3l 5 JS solans

PR PR o

IH

Project Manager

System/SoC Architect

security architecture. Security Target.Threat model Security Architect

control logicc MPU. bus.CPU

RSA/ECC/AES/SHA/PQC
tamper. lifecycle. key vaultimemory controller

CPU/RTL Engineers
Crypto RTL Engineers
Memory/Security RTL

power . sensors. oscillator.contactless AFE Mixed-Signal/AFE

applications. PACE/EAC. filesystem APDU Card OS/SIM/elD Software

Verification/UVM
Formal/Security Verification

SoC/subsystem verification
SCAV/FI pre-siliconformal

IRIEM(DRC/LVS.STAPD Physical Design

production testc ATE. MBIST scan DFT/ATE

security testing. characterizationdbring-up Post-silicon/Security Test

1
1
2
2
3
2
2
secure services. drivers. OSBoot 3 Firmware/Secure OS
3
4
2
3
2
2
1

configuration/document control
reuse IPL 2alS” L ¢os 33

QA/Documentation
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