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FIGURE 1 ‘ The evolution from information security to cyber resilience

© 1960s

The computer and
data security era

The first computer
network ARPANET
comes into use, marking
the emergence of the
concepts of information
and network security and
the CIA (confidentiality—
integrity—availability) triad.

Growth of cyberattacks

Theft by computer
(1960), early evidence
of criminals exploring
vulnerabilities to steal
and compromise data
from shared resources.

The Creeper virus
(1971), the first
computer virus, affected
all 28 machines running
the TENEX operating
system.

The Morris worm (1988)

caused widespread
damage, deleting the
resources of 6,000
machines.

© 1990s

The information
security era

The web opens to the
public in 1981 and
comes into general use
in 1993. This rapid
expansion of
connectivity reinforces
the importance of
information security.

The Melissa virus
(1999) overloaded the
email servers of more
than 300 businesses
and government
agencies, causing $80
million in damage.

The ILOVEYOU virus
(2000) caused
significant disruption
and $15 billion in
damage worldwide.

Note: lllustrative view, not exhaustive.

© 2000s

The information
assurance era

The web becomes

Steps are taken to
protect information
systems such as
computer and network
systems.

The US Department
of Defense (DoD) and
NASA hack (2000)
placed NASA systems
offline for 21 days.

The Slammer worm
(2003) caused a denial
of service affecting
internet hosts and
slowing the internet,
while infecting more
than 75,000 victims in
less than 10 minutes.

The Estonia
cyberattack (2007)
where a series of
targeted attacks took
down Estonian banks,
media outlets and
government bodies.

Source: Analysis by the World Economic Forum and the University of Oxford

integral to business life.

©2010s

The cybersecurity
era

Expanded connectivity,
mobile devices, the
internet of things (loT),
big data and cloud
services create new
vulnerabilities, leading
to the emergence of the
term “cybersecurity”.

© 2020s

The era of the
rise of cyber
resilience

Large-scale data breaches
and supply-chain attacks,
and the widespread
adoption of emerging
technologies leads to the
rise of cyber resilience as
a business enabler.

Stuxnet (2010) was the first
attack targeting industrial
control systems (ICS) to have
physical consequences.

The Sony PlayStation hack
(2011) stole 77 million
account holders' personal
information.

Shammon malware (2012)
affected several IT machines,
disrupting industrial
operations for more than
two weeks.

BlackEnergy (2015) targeted
Ukraine's power grid, causing
significant power outages.

Triton (2017) was a malicious
code that disabled safety
systems to prevent industrial
and physical accidents,
costing $1 trillion.

NotPetya ransomware
(2017) cost multiple large
organizations more than
$10 billion.

WannaCry ransomware
(2017) infected more than
230,000 computers, causing
bilions of dollars of damage.

The Equifax data breach
(2017) affected 143 million
customers and cost $1.4
billion in recovery.

Solarwinds (2020)
supplied malicious code
to 18,000 customers,
with 11% of revenue lost.

The Irish Health Service
Executive attack (2021)
caused disruption for
several months, with a
total response cost
exceeding €100 million.

Colonial Pipeline
ransomware (2021)
crippled fuel supplies to
50 million Americans for
11 days, costing $4.4
million and brand
damage.

Log4d (2021) peaked at
100 attacks every minute,
affecting more than 40%
of all business networks
globally.

The Okta data breach
(2022) affected 366
customers in just five
days (16-21 January),
leading to a $2 billion
market cap loss.

The MOVEit transfer
data breach (2023)
affected 94 million users,
maore than 2,500
businesses and caused
more than $10 billion

in damage.

© 2030s...

Future era
of disruptive
technologies

Al, gquantum
and beyond...
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